Committee Report
Business Item No. 2018-269 JT

Management Committee
Meeting date: October 10, 2018

Transportation Committee
Meeting date: October 17, 2018

For the Metropolitan Council meeting of October 24, 2018

| Subject: Law Enforcement Network Segmentation (LENS)

Proposed Action

That the Metropolitan Council authorizes the Regional Administrator to negotiate and award a contract
with Insight in an amount not to exceed $900,000 to provide CISCO parts, service and professional
services necessary to segment the Metro Transit Police Department computers and network from the
other areas of the Council network.

Management Summary of Committee Discussion/Questions
Theresa Nistler, Assistant IT Director in the Council’'s Information Services Department, presented

Business item 2018-160 JT. Council Member Melander asked if this item had been included in the new
IT governance process. The Council has a number of projects that are currently in flight and have not
been linked to the new IT governance process and policy as it is in the process of being implemented.
Chair Chavez asked if the access to data had been compromised. No, we have not had any data
issues related to this topic. Chair Chavez asked if the IT governance process had been in place would
this item have gone through the process. Yes, the LENS project would have gone through the process
and approved. We have broad collaborative support on this project from the BCA, Regional
Administration, Metro Transit, Metro Transit Police Department and Information Services.

Motion by Barber and seconded by Melander. Motion carried. Consent to Council.

Transportation Summary of Committee Discussion/Questions

Theresa Nistler presented this item. Munt asked if this network will allow us to share information with
other police departments in the region. Nistler responded that the network will comply with the CJIS
standards, so if that’s allowed under the standards, then yes.

Motion by Munt, seconded by Elkins. Motion carried. CONSENT to Council.
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Business Item No. 2018-269 JT

Management Committee
Meeting date: October 10, 2018

For the Metropolitan Council meeting of October 24, 2018

Subject: Law Enforcement Network Segmentation (LENS)
District(s), Member(s): All

Policy/Legal Reference: Council Policy 3-3 Expenditures — Procurements of Goods and Services over
$500,000

Staff Prepared/Presented: Theresa Nistler, Assistant Director, Information Services, 602-1504; Tim
Lynaugh, Manager, Business Technology Systems MTPD, 612-349-7273

Division/Department: RA Information Services, MT Police Department

Proposed Action

That the Metropolitan Council authorizes the Regional Administrator to negotiate and award a contract
with Insight in an amount not to exceed $900,000 to provide CISCO parts, service and professional
services necessary to segment the Metro Transit Police Department computers and network from the
other areas of the Council network.

Background

The Metro Transit Police Department MTPD is currently inter-operating amongst the Regional
Administration and Metro Transit domains and technology equipment. During migration from their
legacy Police Dispatch and Records system, MTPD and Council Information Services learned that
existing network infrastructure failed to meet requirements for access to Criminal Justice Information
(CJl). Security requirements are established by the Federal Bureau of Investigation (FBI) and
administered by the Bureau of Criminal Apprehension (BCA)

Metropolitan Council, MTPD, and BCA have entered into a required Joint Powers Agreement (JPA).
JPA requirements include the manner in which CJl is stored and used in support of specific criminal
justice centric needs. This capital expenditure is required in order to obtain the equipment necessary to
complete the segmentation of the law enforcement network and receive CJIS compliance.

Rationale

The scope of the Law Enforcement Network Segmentation project is to bring MTPD & Information
Service systems into CJIS compliance. This includes using firewalls, routers and switches to separate
the MTPD user workstations and application servers, used to work with and store CJIS data, from the
rest of the Council’s IS systems

Segmenting the MTPD from the rest of the organizations domains and technology equipment is
mandated in order to obtain compliance and maintain access to Criminal Justice Information Systems
(CJIS) standards and provide the technology equipment and professional services required to do so.

Thrive Lens Analysis

The LENS is needed to address the reliability and security of the Council’s ability to maintain its police
department. This supports the Thrive outcomes of stewardship and sustainability.
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Funding

Funding for this project is included in Business Item 2018-237 JT, the 2018 Budget Amendment — 3rd
Quarter for the Metropolitan Council meeting on October 24, 2018. The overall budget for the LENS
project is $2,164,482.

Known Support / Opposition
No opposition is known at this time.
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Business Item No. 2018-269 JT

Transportation Committee
Meeting date: October 17, 2018

For the Metropolitan Council meeting of October 24, 2018

Subject: Law Enforcement Network Segmentation (LENS)
District(s), Member(s): All

Policy/Legal Reference: Council Policy 3-3 Expenditures — Procurements of Goods and Services over
$500,000

Staff Prepared/Presented: Theresa Nistler, Assistant Director, Information Services, 602-1504; Tim
Lynaugh, Manager, Business Technology Systems MTPD, 612-349-7273

Division/Department: RA Information Services, MT Police Department

Proposed Action
That the Metropolitan Council authorizes the Regional Administrator to negotiate and award a contract with

Insight in an amount not to exceed $900,000 to provide CISCO parts, service and professional services
necessary to segment the Metro Transit Police Department computers and network from the other areas of
the Council network.

Background
The Metro Transit Police Department MTPD is currently inter-operating amongst the Regional

Administration and Metro Transit domains and technology equipment. During migration from our legacy
Police Dispatch and Records system, MTPD and Council Information Services learned that existing
network infrastructure failed to meet requirements for access to Criminal Justice Information (CJI).

Security requirements are established by the Federal Bureau of Investigation (FBI) and administered by the
Bureau of Criminal Apprehension (BCA)

Metropolitan Council, MTPD, and BCA have entered into a required Joint Powers Agreement (JPA). JPA
requirements include the manner in which CJl is stored and used in support of specific criminal justice
centric needs. This capital expenditure is required in order to obtain the equipment necessary to complete
the segmentation of the law enforcement network and receive CJIS compliance.

Rationale
The scope of the Law Enforcement Network Segmentation project is to bring MTPD & Information Service

systems into CJIS compliance. This includes using firewalls, routers and switches to separate the MTPD
user workstations and application servers, used to work with and store CJIS data, from the rest of the
Council’'s IS systems

Segmenting the MTPD from the rest of the organizations domains and technology equipment is mandated
in order to obtain compliance and maintain access to Criminal Justice Information Systems (CJIS)
standards and provide the technology equipment and professional services required to do so.

Thrive Lens Analysis
The LENS is needed to address the reliability and security of the Council’s ability to maintain its police

department. This supports the Thrive outcomes of stewardship and sustainability.

Funding
Funding for this project is included in Business Item 2018-237 JT, the 2018

Budget Amendment — 3rd Quarter for the Metropolitan Council meeting on _
October 24, 2018. The overall budget for the LENS project is $2,164,482. ‘
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Known Support / Opposition
No opposition is known at this time.
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