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Cyber Incident Planning

Cyber incident background

“Many organizations must face a troubling fact... defending their
digital perimeter is not enough. They should assume that successful
cyberattacks will occur, and develop an effective plan to respond to
and mitigate the impact.” (McKinsey cyber incident whitepaper)

Cyber incident planning and example

Other cyber planning and next steps ~
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® Ongoing business continuity planning and plan exercises’
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TOTALS Development Services . Departments !
Services P Services

COOPs completed 32 0 8 4 2 14 4

COOPs in-progress 34 1 9 13 0 2 9

COOPs pending 43 1 13 15 1 6 7
ToTALPLANS | 109 2 30 32 3 22 20

COOP exercises completed 18 0 1 1 2 13 1
COOP exercises in-progress 12 0 6 3 0 1 2
COOP exercises pending 79 2 23 28 1 8 17
TOTAL EXERCISES | 109 2 30 32 3 22 20

*Status/metrics as of 20-May-16
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Business Continuity and MZ%
Thrive vsp

Stewardship, Equity, and Sustainability through...

Integration
® Service resilience and recovery planning
®* Mass incident notification system rollout and training

Collaboration
* MN Emergency Mangers Association (MEMA)
®* FEMA Region 5 exercise... August 2016

Accountability
® COOP exercises

®* Updates and metrics )‘&
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